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~ » HPABHY
32 0€300aCHOCT HA IeUATA U YIEHHIHTE B
bPHATA MPEKa B IETCKATA rPAaIHA, YYWIHIIETO U B HHTE

Te3n npaBuia ca pazpabdorenu ot [IbpkaBHATa areHIHs 32 3aKPHJIa HA 1€TETO, B
naptHbopcrBo ¢ [1aBua jupexknus ,bop6a ¢ opranmsupaHara npecTbHmHOCT”,
Hanmnonanen neHTbp 3a Oe3omaceH HHTepHeT, MHHHCTEPCTBO Ha 00pa30BAHHETO H
HaykaTa, Permonaano ynpasienue Ha oopazoBannero — Codusi-rpaa, ppKOBOAHTEIN HA
obpa3oBaTetHH HHCTHTYIIHH OT Chlo3a Ha padoToaTe/INTe B CHCTEMATAa HA HAPOAHATA
npocsera B buarapusi, CapykeHuero Ha JUPEeKTOpPHTE B CPeIHOTO oOpa3oBaHue Ha P
bovarapus.

IleqmnTe Ha mpaBuiaTa ca ja ce:

o rapaHTHpa NpaBOTO HA /eTeTO/y4YeHHIHTEe HAa J0CTbI 0 MNOAXOAAImA
HHpOpMANHS U MATEPHAIH B MPeKaTa;

o OCHIIECTBH MNpPEeBEHIHs M CHHTE3HMPAa HA €IHO MscTo uMHpopmamusaTa 3a
ONACHOCTHTE B HHTEPHET;

. NPEeJOCTABAT KOHKPETHH HACOKH 3a 3aKpWJa Ha [eTeTo H 0e30macHo
MOBeeHHEe B KOMIIIOTBPHATA Mpeska B IeTCKATA IPAa/IHHA H B YYWJIMIIIE H B HHTEPHET;

. No00pH KOOPIAMHALMATA H OTTOBOPHOCTHTE HAa YYACTHUIHTE W/HIH

BCHYKH 3aUHTECPECOBAHHU CTPAaHH.

OTFOBOpHOCTTa 3a rapanTUpaHE IpaBaTa Ha Aclarta 1 3alluTa Ha TEXHUTEC UHTEPECH €
CIIOACIICHA OTrOBOPHOCT MEXIOY CEMEHCTBOTO, 00IIeCTBOTO U AbpiKaBaTa, 4pe3 HEHHUTE
OpraHd U UHCTUTYLIUU. BLHpeKI/I TOBaA, Ta3u OTTOBOPHOCT € pa3npCaAciiCHa, KaTo T C€ IlaJa
IIPUOPUTETHO HaA CeMeﬁCTBOTO, IMO-CIICHHUAJITHO HA POAUTECIIUTEC, HaCTOﬁHHL[PITC, MONICYUTECIIUTE
WA JPYTUTE JIMla, IpHU KOUTO JAETECTO € HACTAHCHO, TOTraBa KoraTto € ouna mpeanpucTa MapKa
3a 3aKpujia 1o OTHOUICHHUEC Ha HETO. OtunTaliku TpydoBaTa aHTaXXUPAHOCT HA POJUTECIIMTE, B
HSAKOHU OT CIIy4YauT€ U TPYAHOCTUTEC, KOUTO HM3IMHUTBAT B OTIVICKKAAHCTO M BB3IUTAHUCTO Ha
JACTETO, B OCHOBOIIOJIAralmusa MEXAYHApOJCH aKT 3a IIpaBaTa Ha AETETO KOHBCHHHHTa Ha
OOH 3a npaBaTa Ha AETETO, KaKTO W B pC€AMIla HOPMArWBHU AKTOBEC OT HAIIMOHAJIHOTO HH



3aKOHOJATEJICTBO, € IOCOYEHO Kak . OOLIECTBOTO, COIMAJHUTE H 00pa3oBaTCIHHTE
HHCTHTYILIMM, ¥ JbpXKaBaTa W3MIBIHSBAT T€3U CBOM OTTOBOPHOCTH 3a OKa3BaHE HA aJCKBaTHA
MOJKpena Ha CeMeHCTBOTO, 3a 3aKpuila Ha JETeTO W 3a 3alliTa Ha HErOBHTE IpaBa H
HHTEPECH.

Cornacao Konsennusra Ha OOH 3a mpaBara Ha J€TETO, POJUTEIMTE HMaT
MBPBOCTENIEHHAa OTFOBOPHOCT 3@ OCHIYpsIBaHE BHCIIMTE HMHTEPECH HA JETETO JAa Obaar
IBPBOCTENEHHO ChOOpaXKeHwue. PoauTennTe MM, CIOpes Cilydas, 3aKOHHHTE HAaCTOWHMIIH,
MOMEUYUTENIM WIH JAPYTH JIMIA, TPH KOUTO JETeTO € HAcTaHEHO, HOCAT OTrOBOPHOCT 3a
OTIJICKIAHETO W PA3BUTUETO HA JIETETO.

JIspkaBata, upe3 HeliHUTe OpraHu, TpsOBa Ja NpeanprHeMe MOIX0/ S CTHIKY, 3a J1a
MOJIKPENH POJAUTEINTE TIPH M3IBIHCHUETO HAa TEXHUTE OTTOBOPHOCTH. AKO HSKOHM POJUTEIH
HE MOraT WM Ce€ 3aTpy/IHsBaT, TO B TE€3M Cllydyad C€ HaMeCBaT OTIOBOPHUTE AbpPXKaBHH
MHCTUTYLIMH, 32 Ja OCHIYpSAT CIIa3BaHETO Ha IpaBara Ha JICTETO M 33J0BOJISIBAHETO HA
HErOBHTE HYXXIW. 3aJb/DKCHHE Ha JAbp)KaBaTa € OCUTYpsBaHE Pa3BUTHETO Ha MHCTUTYIIMH,
3aBelleHMs W ycnyrd. B Ta3su Bpb3ka poista Ha 00pa3oBaTENHUTE HWHCTUTYLHH €
M3KJIIOUUTENIHO BaXKHA M KJIFOUoBa. Te Morar ja JomnpHHecaT 3a 00y4eHHETO U MPEBEHIHSTA
Ha PUCKOBETE HE CaMo Ha Jelara, HO U Ha POJAMTENIUTE, KaTo 110 TO3H HA4YMH MOraT Jia uMat
JIBOMHA 110J13a 3a Jenara. B Ta3u mocoka HaCTOSIIUTE MPABUIIA, aBaT OCHOBHH MO3HAHUSA 3a
ONaCHOCTHUTE, KOMTO KPHE BHPTYAJIHOTO NPOCTPAHCTBO C €] OCUIypsiBaHE 3aKpuiaTa Ha
JIETETO OT BPEIHH 3a HEro HHGOpMalus, MaTepraid U KOHTAKTH.

OcHoBHHTE MPUHIMIH 32 paboTa B KOMIIIOTbpHATa MpeXa B JIETCKa IpaJvHa U
YUWJIMIIE ¥ B UHTEPHET ca:

1. PaBeH JOCTBII Ha BCUYKH JIeLla U YYECHHIIH,

2. 3amMra Ha Jenara ¥ YYeHHIIMTE OT BPEJIHO HJIM HE3aKOHHO ChIBbPIKaHUE U
uH(OpMAaIHs KaTO: CaMOHApaHsBaHE, ThProBUs ¢ HAPKOTHIM, Xa3apT, NpoIaraHiupaHe Ha
BpEJIHY M ONACHHM HABUIM M JEHCTBHS KAaTO aHOpeKcHs, Oymumus, nopHorpadus, Tojaepupate
Ha pa3nMyHd (OPMH HA HACHIIHE, [IPONOBSA/BAHE HA TEPOPU3BM, CTHHYECKA U PEIUIHO3HA
HETOJIEPAHTHOCT, CaMOyOUICTBO U JIp.;

3. 3aunTaHe W 3alUTa HA JTMYHATA HEMPUKOCHOBEHOCT;

4. TloarotroBKa U KOHTPOJI Ha JeliaTa ¥ yYCHUIIUTE 3a O€3011aCHO ¥ OTTOBOPHO
ITOBEJICHUE OHJIAMH;

5. ChTpyAHHYECTBO B JyX Ha TOJEPAHTHOCT U JOOPOHAMEPEHOCT MEXIy IeTCKaTa

rpaarHa/yqiIHIIeTO ¥ POTUTEINTE/HaCTONHHUIIATE.

KomnorbpHata Mpexa B JeTcKa TIpajJdHa M Y4YWIIMIIE C€ H3IMO0JI3Ba B
TeJaroruyecKuTe CUTyallul ¥ y4eOHM 4acoBe caMo 3a oOpasoBaresnu uenu. L{smara mpexa
oOXBallla KOMIIIOTPUTE, CBBP3aHU ¢ KaOelHH W/HIM Oe3KMYHHM BpPB3KH, CHTYUPAaHH B
KOMITIOTBPHUTE KaOWHETH, 000py/IBAHN KJIACHU CTaW U aIMHHUCTPATHBHUTE NOMEIICHUS Ha
obpa3oBaTeHaTa HHCTUTYIHS, KAKTO W yCTPOHCTBATa (IEPCOHAIHN CMapTQOHH, JIANTONH U
TabneTn) ¢ 6€3KMUYEH TOCTHII 10 HHTEPHET.

Jenara ¥ y4eHHIIUTE UMAT IIPAaBO Ha:

1. PaBen mocThIl 0 Mpekara Ha 00pa3oBaTe/IHATA MHCTUTYIIHS, C M3KIIIOYCHHUE Ha
KOMITFOTPHUTE B aJIMUHUCTPATUBHUTE IOMELLEHUS.

2. Pabora ¢ ycrpoiicTBara (KOMIIOTpPH, JATONU U TabJIETH) B MpeKaTa ¢
MoJIKpenaTa Ha Me1arornyecky ClelUaIucT.

3. O6yuenue 3a 6e30macHO U OTTOBOPHO MOBEICHUE B MpekaTa Ha 0Opa3oBare/iHaTa
HHCTHUTYIUS M B HHTEPHET.

4. HWudopmarnus 3a npaBuiata 3a pabora B Mpexara.

5. CurypHna nudpoBa cpeia B JeTcKaTa rpajiiHa U y4HIIUILETO.

6. Tlos3BaHe Ha MOOHIJIHUTE CH YCTPOMCTBA M3BBH yueOHUs Mpoliec (MOYUBKaTa U



MEX/IVYaCHATa), a IPH W3PUYHO yKazaHWe Ha yuyuTell — U B y4eOHHMs dac/mejarormdeckara
CHTYyalus 3a HeJUTe Ha y4yeOHMs IIpolLiec.

BAJKHO! IlpaBunara 3a Ge3onacHa padoTa B MHTEPHET, KOUTO J€LlaTa H YYCHHIIHTE
ca 3aJb/DKCHH Jla Cra3BaT, Cce MOCTaBSAT Ha BHIHO MACTO B 0Opa3oBaTejHATa WHCTHTYIIHS,
KaKTO M B KOMIIIOTHPHHMTE KaOWHETH, Taka W Ha caiiTa Ha JeTckara rpajuHa/y4dunumero. B
HAuaroTo Ha yuyeOHAaTa TroJWHA IO TMOAXOAAIl HAa4YMH BCHYKH J€Ha M TEXHHUTE
POJIMTE M/ HACTOWHUIIA/TIONICUYNTEIM Cce 3amo3HaBaT ¢ TaAX. Ilemarosure mnepuOIMYHO
HANIOMHSAT 3a TSX U 3@ CHTYPHOCTTa B HHTEPHET B MOIXOAAIHN (GOPMH U JEHHOCTH, B KOUTO Ce
BKJTIOYBAT JIe1aTa/yYeHUIIUTE U POJAUTEIIUTE UM.

PHOCTH Ha PBKOBOAHTE/IHTE Ha obpazoBar

JIMpeKTOpbT Ha JIeTcKaTa rpaiuHa/yuuIUILeTo:

1. Opraau3upa AeHHOCTTA [0 U3ITBIHEHUETO HA Te3U NPaBUIla, ¥ OCUTYpsiBa TOCTbII
JI0 KOMITIOThPHATa MpeXka, eQeKTHUBEH U MOCTOSHEH KOHTPOJI, IUIAHUPAHETO Ha MEPKH I10
OpraHM3alisiTa 3a Cra3BaHe Ha IpaBuiIaTa 3a paboTara Ha Jielara i yYCHHIIUTEe B Mpexara u
3alUTa OT BPEHO UM HE3aKOHHO ChIbP/KaHUE B UHTEPHET.

2. OcurypsiBa Ipy TEXHHYECKA BH3MOKHOCT NPOCIIe/sBaHe Ha TpadHKa,
OCBINECTBSIBAH Ype3 Mpexkara Ha oOpa3oBarTesiHaTa HHCTUTYIHUS.

3. [Ilpu xoHCTaTHpaHe Ha cliydau Ha KHOEPTOPMO3, HE3aKOHHO ChAbPIKAHHE U
NOBEJEHHE B MpekaTa Ha oOpa3oBare/HaTa WHCTHTYIHS W/MIM B HMHTEPHET YBEIOMsBA
He3a0aBHO KoMIeTeHTHHTe oprand — Jlupekuus ,,ConuanHO TOANOMAarade®, 1o
MecTonpeOuBaBaHe Ha JeTeTo u [ 1aBHa jupekims ,,bopba ¢ opraHu3upanara npecTbIIHOCT ,
cnenuanu3upanuar otraen ,,Kubepnpecrsnnoct na MBP. B Te3u ciyyan okasBa HYXHOTO
CHJICHCTBHE HA KOMIICTCHTHMTE OpPraHM C IIeJ1 YCTAHOBSBAHE HA W3BLPIIUTEIMTE W
npeAnpreMa MEpKH 3a MPOTUBOJAEHCTBHE M IIpeMaxBaHE Ha CHOTBETHOTO ChAbpPXKAHUE OT
Mpexxara Ha oOpa3oBareHaTa HHCTUTYLUsl. Moxe /1a 1mojyyaBa d KOHCYJITAHTCKa TIOMOII OT
HanuroHaHuS HEHTHp 3a 0€3011aceH UHTEPHET.

4. Opraau3upa B HAYaJIOTO Ha BCsiKa yuyeOHa roJiMHa 3al03HaBaHe Ha Jierara u
YYEHHIIUTE ¥ POJUTEIINTE/HACTOMHHIIUTE C TIpaBuIiaTa 3a 6ezonacHa pabora B Mpexara.

5. OcurypsiBa OTTOBOPHO JIKIIE (CTY)KUTEI UM HAeT BHHILECH CIIEHUAIIKCT), KOETO Ja
U3IIBIHSIBA PYHKIMUATE HA CUCTEMEH aIMUHUCTPATOP.

YyureauTe, MeJarori4ecKUTe CenHAJINCTH H PbKOBO/IHTE/IHTE 10 HANIPABJIeHHE
HUKT ca nobxeu na:

1. PassicHsBaT mpaBuIiata 3a 6€301acHO U OTTOBOPHO MOBE/IEHHE IIpU paboTa B
MpexaTa Ha oOpa3oBaTe/lHaTa HMHCTUTYLIUSI U B UHTEPHET.

2. OcbluecTBSBaT NOCTOSIHHO HAOJIIOICHHE U KOHTPOJI BEPXY padoTaTa Ha Jenara u
YVUCHHIIUTE B MpeXaTa Ha oOpa3zoBaTeHaTa MHCTUTYIIHUS B y4eOHO BpeMe.

3. Tlpeanpuemar He3abaBHM MEPKHU 3a IPEYCTAHOBSABAHE Ha JIOCTHIIA HA JeraTa U
YUEHHUITUTE JI0 HE3aKOHHO M BPEJHO ChABP)KaHUE B MpeXara.

4. VYBemomsiBar He3a0aBHO AUPEKTOPA HA JAETCKaTa rpajnHa/yudIuIIETO IPH
HapylllaBaHe Ha MpaBUiaTa, CIy4au Ha KHOepTOpMO3 WM NIPU yCTaHOBSBAHE HA HE3aKOHHO H
BPEJIHO CHIbpXKAHUE UJIH [TOBEJCHUE B MpeKara.

5. OkasBar moJKperna Ha Jiera 1 y9eHUId — 00eKT Ha KHOepTopMO3, upe3
I'bpPBOHAYATHA TCUXOJOrHYecKa MOJKpena OT YUYWIIMIIHUS IICHXOJIOT, 4Ype3 pasroBop OT
CTpaHa Ha IeJaror B JeTCKaTa rpa/iiHa 3a CHH)KaBaHE Ha HAIIPEXKEHHUETO Y JIETETO.

6. Curnamusupat rnpu HeooxoaumocT Jupexius ,,CouuanHo noamnomarase’ mo
MECTOXKMBEEHE Ha JETeTO/yueHHWKa C I1eJ1 OLEHSBAaHE Ha HY)KJara OT HAacO4YBaHE KbM
COIIMAJIHY YCIIYTH 3a OKa3BaHe Ha Moclie/Ballia Mo Kpena.



CHCTEeMHHSAT aAMHHHCTPATOP (CIIyXKHUTeT B 00pa3oBaTe/IHaTa HHCTHTYIHS HIIH HaeT
BEHIICH CIICIIHAINCT):

1. Ocwurypssa obmara 6e30macHOCT ¥ (PyHKIIMOHATHOCT Ha MpeKara.

2. [llpennara u mpuiiara MepKd, OrpaHUYaBalIly JOCTHIIA HA JelaTa H Y4CHHIIHTE 10
BPEIHO WJIM HE3aKOHHO ChIbpXKaHHWE M IIOBEJCHHE B HHTEPHET B CHOTBETCTBHE C
ASHCTBANIOTO 3aKOHOAaTeIcTBO Ha PemmyOnuka bbarapust.

3. W3BbpmBa nepuoaMyeH mperiies] Ha KOMIIOThpHATa Mpeka Ha oOpa3oBareaHaTa
HMHCTHTYIIMS 332 HAJUYHMe HAa BBH3MOXKHU 3allllaxd M PUCKOBE 3a CHUTYpPHOCTTa Ha Jenara H
VHCHHUIUTE NIpU paboTa B HHTEPHET.

4. Crnenu tpaduka, OCHIIECTBIBAH Ype3 KOMIIOThpHATA MpeXka Ha oOpa3oBarenHara
HHCTUTYIIHSL.

5. [Ilpennpuema HezabaBHM MEpPKHU 3a MIPEYCTAHOBsIBAHE Ha JOCTHIIA Ha J€1aTa u
YHEHHUIUTE JI0 HE3aKOHHO M BPEHO Ch/IbPIKaHUE B Mpexkara.

6. VYBemomsiBa He3a0aBHO JUPEKTOPA Ha JETCKATa IpaJMHa/yUUITUIIETO IIPH CIIydan
Ha KuOepropMo3, HapylllaBaHe Ha IIpaBWiaTa WM NP YCTAaHOBSIBAHE HA HE3aKOHHO
ChAbpIKaHUE WK TIOBEJICHHE B MpeXkKaTa.

7. CbaeicTBa 3a yCTAaHOBSIBAHE HA U3BBPIIUTEIN HA KHOEPTOPMO3 U IIPUJIAra MEPKH
3a OrpaHMYaBaHe Ha TaKUBa CIy4yaw.
: [1. [IpaBa U OTroBOPHOCTH HA POUTETHT
PoauTesauTe uMar npagro jaa:
1. TlomywaBaT uHdopmarus 3a pUCKOBETE U 3aIlJIaxUTe 3a 0€30MacHOCTTa Ha
TeXHHTE Jie1ia IpH padoTa B MHTEPHET B JIeTCKaTa IpaJnHa/yuyHIUILETO U BKBIIH.

2. bBbaar cBoeBpeMeHHO HH)OPMHPAHH, aKO JETETO UM € 00EKT Ha KHOepTOpMO3 B
JeTcKaTa rpaJiHa/yYuIuIIeTo.

3. YwuyacTBat ChbBMECTHO ¢ PBKOBOJCTBOTO Ha 0Opa3oBaTeIHaTa HHCTUTYIUS IIPU
pa3pelaBaHe Ha BCEKHM KOHKpETEH Mmpo0JieM, CBbp3aH ¢ HapylllaBaHe Ha MpaBUjaTa OT CTpaHa
Ha TEXHUTE Jena.

4. VwuacTBaT ChC CBOM NPEJIOKEHUS B ONPEACISHETO Ha IIpaBUjIaTa U MEPKUTE 3a
Oe30macHO M3MOI3BaHe HA MHTEPHET B JIETCKATa IpaIiHa/yYUITHIIETO.

5. Tlonyvar unpopmarus 3a HHGOPMATMOHHO-CUTHATU3AIIMOHHY TIATGOPMHU KAaTO
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PogurenuTe HOCAT OTTOBOPHOCT JIa:

1. TloMorHar Ha IETETO CH J1a U3rpajd YMEHUs 3a OHJIaiH 001yBaHe U 6€301MacHO
U3I10JI3BaHe HAa UHTEPHET.

2. OcplecTBsIBaT MOCTOSTHEH KOHTPOJI 3a CUTYPHOCTTA HA JIETETO CH B UHTEPHET.

3. TlposiBSiBaT MHTEpPEC KM aKTHBHOCTTA HA JIETETO CH B MpeKaTa, BKIIOUUTETHO U
Ch3JIaBaHETO Ha MPOPHIM B COIMAIHU MPEXH M PETUCTpalldd B CcaliToBe M MOOWIHHU
OPUIOKEHUS,, KaKTO MW Jia pa3siCHAT TIOCJIEACTBUSITA OT  CH3JABAHETO  W/WIU
Pa3MpOCTPAHEHUETO HA OMPEEIICHO ChIbPKAHUE.

4. Ilpu ycraHoBsiBaHe, 4e JETETO UM € JKepTBa Ha KNOEPTOPMO3, Jla CUTHAJIU3UpAT Ha
otxen ,,KubepnpecrbnHocT” KbM [ 1aBHA qupekius ,,bopba ¢ opranu3upanaTa NpecTbIIHOCT
(http://www.cybercrime.bg/bg), WK IlenTbpa 3a Oe3omnaceH HUHTEPHET
(https://www.safenet.bg/), kakTo U Morat jia MOTHPCAT chacicTBrHE OT Jlupekuus ,,CoruantHo
noJrnomMarate’ 1o MeCTOKHBEEHe Ha JIETEeTO ¢ 1eJI OKa3BaHEe Ha IICHUXOJIOTHYecKa IOJIKperna
Ha 1eTeTo. B To3M ciydait TpaGBa 1a yBeIOMST? M JMpEKTOpa Ha o0Opa3oBaTelHaTa
UHCTUTYIIHSL.

5. CexpaHsBar 3/IpaBeTo Ha JIETETO, KaTo MPOCIIEAsBAT BPEMETO 3a H3MOJI3BaHe Ha

" Ot cTpana Ha oOpa3oBaresiHaTa HHCTUTYLIMS CileBa Aa ObAaT NpeanpueT HeOOXOAUMHUTE AEHCTBHA POAUTENTE
Ja ObjaT 3amo3HaTH ¢ TEXHUTE MpaBa M-OTrOBOPHOCTHM W C NpaBuiara 3a Oe3omacHa paboTa B MHTEPHET, KOMTO
JenaTa U y4eHHUIIUTE ca 3abJDKeHH 1A CTa3Bat

? VBenoMsiBaHETO MOJKe 1@ Ob/ie B yCTHA WM mucMeHa (popMa, Kato 3a NpeArnoYuTaHe € MICMEeHaTa Takasa.



HET. :
6. VBenomsr mpekTopa Ha 00pa3oBaTeIHATA HHCTUTYIHS, KOTATO HM CTaHe
M3BECTHO, Y€ JIETETO MM € O0EKT Ha TOPMO3 OT JPYro JeTe, ¢ KOETO € B €IHO H CHIIO

| yEmme.

Karo nere ®m yueHHK CcbM JIBXKEeH fga crnassam  CleHHTE npaBuia. AKo ce
SETPYHSBAM B TAXHOTO pasOupaHe, Mora ja MoIyda MOAKPera oT POAUTEN HIIH OT YUHTEN, 3a
Aa mu ObJaT O0SICHEHM:

I /la ve naBam uuna uHMOpPMAIHS: UME, ajpec, MAapoIa OT eNeKTPOHHA MOITA,
UpOQHI B couMaNHa Mpeka, JIMueH Tene(OHEH HOMEp, JIeTCKATa rpajuHa/yuuIInIneTo, B
KOETO yya.

2. Jla He naBam MH(OpPManKs 32 MecTopaGoTaTA MM JIMYEH U ciyxebeH Tenedoren
HOMEp Ha POAUTEIIMTE, HACTOUHUIIUTE, OJIM3KHUTE, IPUSTEINTE, ChYYEHHUIIUTE W O3HATHTE CH
6e3 TAXHO paspelneHue.

3. Jla He u3npamaM ¥ 1a He KauBaM OHJIAHH CBOM CHUMKH M BHJIea, 6e3 Ipey TOBa
J1a € 00CBJIEHO U B3€TO PEIIEHHE C POIUTETUTE MH.

4. Jla He M3npalam | Ja He KauBaM OHJIANH CHUMKH ¥ BHJea Ha HIPUSITEIH,
CbYHCHHUILH, POJIHUHH, YUHTEIIH, OJIH3KH, IO3HATH U JIp., 6€3 Ipe/in ToBa 1a € 06CHICHO C THX,
a B CJIy4anTe, KOrato € Kacae 3a MOM IPHUSTENH, Chby4YeHHIH, 1a € ChINIACYBAaHO OT TAXHA
CTpaHa U C POAMUTEIIUTE HM.

5. [la He oTroBapsM u J1a He OTBapsM NpuKaueHu (aiinose Ha €JIEKTPOHHA T10IIa,
[I0Jy4eHa OT Hemo3HaT mnojaren. Tsi MOXe na chIbpXka BHPYC HIIM Jpyra 3IIOBpeIHA
lporpama, KOsTo /ia yBpeIM KOMIOThPa/Tenedona/Tabera WK 1a IO HAIpaBH ySA3BHM 3a
BBHILEH JOCTHII.

6. llle ce mochBETBAM € POAMTENUTE CH/YUUTEN, TIPE/IH A CBANS WM UHCTATHpaM
HOBa MPOrpaMa/IIpUJI0KEHHE HA KOMITIOTHD, TeleOH, TablIeT, KakTo U He IIPaBsi HUIIO, KOETO
MOXKE J1a yBpel KOMIIIOThpa WM Ype3 JAJIEHO JISHCTBHE [a Ce PasKpusT NaHHH 3a MEH H
CEMENCTBOTO MH.

7. Hemara, KOMTO NpaBsi B MHTEPHET, He TPSOBa 1a BPEIIAT Ha JIPYTH XOpa WK Ja
TIpOTHBOPEYAT Ha yCTAHOBEHHTE MPABUIIA (YacT OT TSX Ca YPEIEHH B 3aKOHH).

8. U3BecTHO MH e, ye € 3aGpaHeHo /1a ce H3M0II3BA yiK/I0 OTPEOUTEIICKO HME,
1apoJjia ¥ eJIEKTpOHHA IOIIA.

9. /la He nuIIa U 1@ He KAYBaM HUINO, KOETO MOYXKE J1a € OOMITHO HIIH YHU3HUTEIHO 3a
MEH WJIM 3a APYTH XOpa.

10. Hesabano mudpopmupam Bh3pacten (poxuTe, YUHUTEI, AUPEKTOP,
NEaroruiecky ChBETHUK), KOraTo IMONajiHa Ha MaTepHai, KOUTO Me KapaT Ja ce 4yBCTBaM
HEYI0OHO MJIM Ha MaTephaiy ¢ BPEIHO WM HE3aKOHHO ChIbPJKaHUE, KOETO MOXeE Ja Oble
NOpHOTpausi, MPOMOBSABAHE HA HACHIME M TEPOPH3bM, eTHHUECKA W peNTUTrHo3Ha
HETOJICPAaHTHOCT, THPrOBHS C HAPKOTUIIH, Xa3apT H JIp.

11. [la e otroBapsm Ha cbOOLUIEHHUS, KOHTO ca OOHIHH, 3aIlIAllUTEIHU, HETIPUITHYHI
WIH M€ KapaT Jda ce 4yBcTBaM HeynoO0Ho. HHpopmupam poamTenure cu/kiacHus
PBKOBOIUTE]I, yIUTEII, TUPEKTOP, IEJArOrHueckl ChBETHUK 3a TAKUBA CHOOIIIEHHS.

12. Ao HAKOH Me 00MK/1a MM TOPMO3H OHJIANH, He otrosapsiM. J[okiaaBaM ro Ha
OTFOBOPCH BB3PaCTeH (POAMTEN, yUUTEN, JMPEKTOP, IIearornyeckl ChBEeTHHK). Mora u cam
Aa JIOKIIa/iBaM, KaTo TII0JiaM CHTHAll Ha CaMus CaliT MM Ha [OCOYEHHTE AaJIpecH:
www.gdbop.bg: www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgeybercrime; www.safenet.bg u o Onoxupam. JloGpe e ma Hampass
BEJlHara eKpaHHa CHUMKa (CKPHHHIIOT) HAa CHOTBETHHS PasrOBOp WM ChIbpKAHHE KaTO
C/ICKTPOHHO JI0KA3aTEJICTBO, KOCTO MpeJaBaM Ha OTrOBOPEH BB3PACTeH (POAHMTEN, YdHTel,




| AMPEKTOD, Ne/IaTOTHYECKH ChBETHHK). -

13. Brumasam, korato pasroBapsivM B 4ar. [lomus npasmio Nel: ge xoparta omnaiis He
SHHArH Ca TC3W, 332 KOMTO CE€ NpPEJCTaBIT M MOTaT Ja ThPCAT OmpejelieHa WH(opMamus, ¢
KOHTO 712 37I0yNOTPEOST ¢ MeH WM ¢ Jpyrute xopa. [Ipasuno Ne2 e ye He mpass HumO Ha
APYT HOBEK B MpejKara, KOETO He MCKaM JIa MU Ce CJIyYd U Ha MEH.

14. Axo ce ciyuu j1a monagna Ha HHQOPMAIHS WITH IPYTO ChABPKAHHE B Mpexara,
®OCTO HC MM XapecBa WM M€ IUIAllM [0 HSKAaKbB HAYMH, MOra Ja IOJaM CHTHaJ Ha
AcHOHOIHATa U Oe3niatHa Hanmonanuara teneonna nueus 3a gema 116 111, Ha oTmen
~Kubepnpectsnroct™ Ha I'JIBOII (http://www.cybercrime.bg/bg), Ha Ilentnpa 3a Ge3onacen
HHTCPHET Ha ajipec: www.safenet.bg, nnn na rexuus tenedon 124 123, uu npe3 yar-MojyJa
Ha www.safenet.bg .

15. Tps6Ba na He NpUeMaM CpeNIy ¢ JIUIA, ¢ KOHTO ChM Ce 3aro3Han/a B UHTEpHET,
OCBCH CIICNl CBITIACHETO Ha poaurenute MU. [TomMHS, ye Xopara, ¢ KOMTO ce 3amo3HaBaM
OHIaHH, HC BUHATU Ca Te3H, 3a KOMTO ce npeacTaBsT. OMUTBAM ce BHHATU 1a IIpOBEpsiBaM
ATH HOBEKBT OTCpella HAUCTHHA € TO3H, 3a KOTOTO Ce MPEJICTaBs upe3 IpOBEepKa Mo HMe,
MM, CHUMKa M KOHTPOJIEH BBIIPOC, HA KOWTO OM TpsOBaIoO 1a 3Hae OTrOBOpa, ako €
HaUCTHHA TO3H. IIpn ChbMHEHHE MOKe J1a T101aM CUTHAJI UM J1a IOTHPCS ChBET Ipe3 caiita Ha
llenThbpa 3a Ge3onacen uaTepHeT www.safenet.bg.

16. M3nonseam HacTpoiikuTe 3a 6€30MaCHOCT M 3aIUTATA HA TMYHUTE JAHHY Ha
COLMATHUTE MPEXKHU, MOOUITHUTE NTPUIIOKEHUS U Opay3bpuTe.

17. Vsnonseam dynkimsita 3a GesonacHo chppupare. Jla He mocemasaM caiiToBe B
HHTEPHET, KOUTO €a CbC ChIAbPXKAHKE, HEMOIXOISIIO 32 ETCKA Ay IUTOPHSL.

18. V3nonssam TpyaHHM (IBJITH, C TIIABHU ¥ MAJIKH OYKBH, UGPHU U CIICIHATHH
3HALM) ¥ PA3IMYHH 33 BCEKH CAMT MapoITy.

19. M3nonssam anTHBHpYCHA IpOrpaMa, KOSTO CiIe/Ba PeIOBHO e ce 0OHOBSBA.
3ae/IHO C OTrOBOPHHTE BB3PACTHH (POJMTEN, Y4HTEI, JUPEKTOP), MOATbPKAM IOCIIEIHUTE
aKTyalM3UPaHU BEPCHH HA BCHYKH [IPOTPAMH H TIPUIIOIKEHHUSI.

20. Ako mos3Bam 001N KOMIIFOTPH, BUHATH TIPOBEPSIBAM JATH ChM M3JIA3bI/H3IIs3/1a
OT mpoduia cu, ciieql KaTo CBBbPLIM Yaca. B ciyuyait, ue Hamepst YCTPOMCTBO, HA KOETO JpyT
YUEHUK € pabOTHII, HO He € 3aTBOPHI HpouIa CH, BeAHara Ile u3if3a 0e3 Ja Iperyiekiam,
MPOMEHAM WITH 100aBsAM HHpopMaIHs B ipoduia my.

21. TpsabBa na mMam mpeJBHL, Ye KOraTo IyOIHKyBaMm HEBSPHA U HU30IayeHa
HH(OpMAIWS 3a APYT YOBEK, JOPH C SICHATA MHCHII, Y€ TOBA € IIera, TOBA MOYXKE 1a JOBEZIE 10
3710ynotpeba u 10 HEMPHUSTHHU NPEKUBIBAHUS 32 TO3H YOBEK.

CBHBETH 3A 3IPABETO

3a na paotiTe Ha KOMIIOTHP, Ge3 1 yBpenTe CBOETO 3/IpaBe, PeiyBail BpeMeTo CH B
OHJIAMH U 0hyiaiin cpefia, KaTo cria3BaiTe ciieHUTE NPABUIIA:
3A JIA HE YBPEJIUTE 3PEHUETO CU:
3a 1a He yBpeauTe 3peHHETO CH:
Pa3CTOSHUETO MEXKJLY OUHTE K MOHHTOPA TPAOBA 1a ObJIe OKOJIO MOJOBMH METHD;

PasCTOSIHUETO MEXJly OYNTE U KIIaBUaTypaTa 1a ObJie OKOJIO MOJOBUH METhD;
BbPXY MOHHTOpPA He TpsOBa J1a MoIa ia npsika CIbHYEBA CBETIIHHA,
He pabOTH B CTas, KbETO HMa CMECEHA CBETIMHA — CITbHYCBA H H3KYCTBEHA;

BPEOHO 3a OYMUTE €, aKO 3a/] MOHHTOpA J1a UMa IIpPO30peL 0e3 IOPH U 3aBECH,;

L N T

32 NIa OTHOYMBAT OYMTE, OT BPeME Ha BpPEME OTMECTBaiiTe MOrieaa OT MOHHTOpPA M
MOTJIEXK 1Al pe3 PO30peLa HIH KbM Haii-TalledHus Kpail Ha cTasTa BbpXy JaJleyeH 06eKT;



v/ e/IMH BT B FOJMHATA [IPOBEPSIBaii 3pEHUETO CH TIPH OYeH Jekap (ofTanMoror)

IIpu pabora ¢ k1aBuaTypara:

v’ He mperbBaii KATKaTa, KOraTo MHIIIEII;

v/ crbBaif J1€KO PBCTHTE HA PHKATa M OTIYCKal Maiena;

v IIO6pC € /1a U3I10J13Balll KjlaBuaTypa ¢ KJIaBUIIN, KOUTO ca I10J JICK HAaKJIOH.

IIpu pa6ora ¢ Mumka:

v MHIIKarTa TpsAOBa 1a Objie ¢ pa3mMepa Ha JUIaHTa;

v HE JIBUKU MUIIIKATa CaMo C Tajera ¥ Majkus IphCT;

v 0JI3Bal MOAXOSIIA MO/UTIOXKKA 38 MUIIKATA.

Mebeaure

v CTONBT TpsAOBa na ObJe Ha KOJENa, C peryJiupyeMa BHCOYMHA HA CeJalkara |

obJierajikara, KoSTo TpsibBa Jia OCHI'ypH ONopa Ha IPLOHAYHHUS CTHIO B 00J1aCTTa Ha KpbCTa;

v OropoTo TpsibBa 1a Ob/ie CTAOHIIHO U YCTOWYMBO HA BUOPAIIUH.

CXEMA 3A YBEJIOMSIBAHE B CJIYYA HA KUBEPTOPMO3

CIIELIHAJIUCT)

Cucremen axMuHHCTpATOp
(CIy’>XKUTEN UK BHHILIEH

PBKOBOIUTEN
nanpasiaenue UKT,

JlupexTop

CIICIIHAIUCT

VYuuren, Bp3nuTaTeN,

JAUPEKTOP, Meaarorut4eCKu

/ I'IBOI1

9

Otnen Kubepnpecrbnuoct
www.cybercrime.bg

Ponuren,
HACTOMHHK,
IOIIEYUTE, APYT
1oJlarail rpuxu
3a JIETETO

Ten. Ha LleHThp 3a
Oe30maceH HHTEPHET
124 123
www.safenet.bg
Hauuonanna tes. muaus 3a

K nema 116 111 /

A4

Jupexnus
,,COITHAITHO
noamnomarane”




KPATBK PEUHHK U JOI'BJIHUTEJIHU CbBETH:

KAUYBAHE U CIIOJAEJISIHE HA CHUMKMHM — CHUMKH WIH BHJIEO HA JIETE, YYCHHK,
pPOIUTEN, YUUTEN, AUPEKTOp, TMCHXOJOT, PECYpCeH yuuTelsl, ONM3KH, NPUATENH, IMO3HATH HIIA
HEMO3HATH JIMIA ca MyOIMYHO JTOCTBIIHU U300paKEHHSI B MHTEPHET, KOUTO MOrar Ja ca KaueH!
OT POJUTENTUTE WU JIPYTH YJICHOBE Ha CEMEMCTBOTO, MPUSATENIH, ChbYYeHULIU U p. Te3u, KOUTo
ca T CIIOJNTUIIN/KAunJId B HHTEPHET, MOXKE Jla UMAT M3IBUIO I00pU HaMEepEeHUs] KbM HEro/Hesl.
Korato ce xacae 3a CHUMKH, HA KOUTO HE CT€ aBTOp, CHIIUTE HE MOraT ja ObJaT MOJI3BAHU H
nonyiasipu3upand 0e3 chrjacueTo Ha TexHus aBTop. Ho TakoBa chIabpikaHHEe MOXE Ja
HaKbpHABA JIMYHOCTTA U JOCTOHHCTBOTO Ha JHUUETO. [[pernopbunuTesHO € M0 HUKAaKbB MOBOJ Ja
HEe ce KayBaT CHHUMKH Ha JeTe, 3a KOMTO MMa H Hal-MaJKOTO ChbMHEHHE, Y€ MoraT Ja My
HaBpeaaT U Oe3 HeroBo chriacue. CHoOJENSHETO HAa CHUMKH € YECTO CpellaHO SBJICHHE B
COLIMATTHUTE MpPEXH, 3aTOBa OCHOBHA IpPENopbKa € MOAOOHM CHUMKH Ja C€ CIOACNAT CaMo C
Xopara OT CIIUChKa C INPUATENIM HA YOBEKA, KOMTO MCKa Ja Kayd CHUMKaTa, ¥ olle IMo-100pe —
camo ¢ rpynara Ha Hal-OJIU3KM MIPHUSTENN OT pealiHusl KUBOT. BakHO e, Koraro ce CHHUMa CbC
cMapTdoH, J1a ce YBEpHUTE, Y€ CHUMKHTE HE Ce KauBaT aBTOMATHYHO B IPOQHIIa HA POAUTEINS UIN
JieTeTo B caiitoe kato MHcrarpam Hanpumep. B npoduinte cu B conpaaHuTe MpexH TpsOBa aa
CT€ CUTYPHH, Y€ CT€ HACTPOHJIU JOCTHIIA /IO CHUMKHUTE CH Taka, 4e Ja Ce BHXKJIAT caMo OT
npusitenute Bu. Cboro ce oTHacs M 3a HACTpPOUKUTE Ha OO0JIAYHM YCIYTHM, B KOMTO Ce€
CBHABPKAT CHUMKHU ¥ HH(pOpMaIHs.

OAJIINNBU HOBUHMU — Cn3narenute Ha (paamuBy HOBUHHU U3I0JI3BAT TPAJAULIMOHHU
MEIUHHU TOXBAaTH 3a INPUBIMYAHE BHUMAHUETO HA YHUTATENs, HAIpUMEp I[POBOKUPALIU
3arjiaBus, HO YCIISIBAT Ja ro 3al0iy/sT W Ja ro Hakapar jJa MOBspBa, ue WHPOpMALHUATA, KOSTO
4eTe, € HCTUHCKA.

Kak na pa3zno3naem ¢ajnmuBuTe HOBUHH:

e [lpaBere paznuka MEX/1y XyMOPUCTUYHU M CEPUO3HU HOBUHAPCKH CAaUTOBE. 3allUTalTE CE —
No3HaBaTe JM MeJusiTa U umate Ju u jJoBepue? IIpoBepere mamu 3ariaBUETO, KOETO YECTO €
I'PBMKO U ITIOMIIO3HO OTrOBaps Ha ChbpP)KAHHETO HA HOBUHATA,

e [lpoBepere 1amy )KypHATUCTHT € MOCOYUIT KOHKPETHO U3TOYHUKA HAa UH(POpMAIIHS WU
uHpopmanusita ce Oasupa Ha japyra crarus. [IpoBepere 1aquM OCHOBHHUST H3TOYHHMK Ha
uHpOpManus € I0ocToBepeH. BuHaru moriexaaidTe HA4aJOTO WM Kpas Ha CTaTHATa, KbIETO
OOMKHOBEHO € IOCOYEH HM3TOYHUKBT Ha HMHQopmamus. AKo ce kacae 3a WH(pOopMamus, KOSTO
IPOM3JIM3a OT JIbp)KaBHA MHCTUTYLHS, IpoBepere oduuuanHaTa W cTpaHHIA Jaiu GUrypupa
Ta3d HOBMHA WJIM MOTHPCETE €KCIEepT M0 TeMara OT Ja/ieHaTa MHCTUTYIUsA. AKO HE € MOCOYEH
U3TOYHUK, € PEHO J]a ce ChbMHSBATE B JIOCTOBEPHOCTTA HA HOBMHATA. B moBeueTo JOCTOBEpHU
MaTepualiM ce I0coYBa HayMHa Ha chOWMpaHe Ha MHQpOpMAIMITAa U aBTOpa Ha MyOIMKalMsITa.
[IpenoprunTenHo € Aa ce cpaBHU HHOPMALIMSTA, aKO € TyOIMKYBaHa B pa3IMuHU U3TOYHUIIN;

e AKO nomajHeTe Ha cTarus, MyOJMKyBaHa B HETIO3HAT 3a Bac OJior, a uHpopMmalusaTa He €
TUpaXUpaHa HUKbBJIE JIpyraje, TOBa € 3HaK, ue HOBUHATAa Moxe Ou e (ammuBa. Bunaru Tepcere
M JIpyIr'M pe3yiaTaTd [0 Temara, a akKo Te ca MaJKo WIM HHUKakBH, MO-700pe He
pa3npocTpaHsiBaliTe HOBUHATA;

e [IpoBepere narara Ha nyOnuKanusTa, Thil KATO YECTO CTAPH U HEAKTYaJIHU HOBUHH CE
MyCcKaT KaTo HOBH.

OHJIAMH (KUBEP)TOPMO3bT mnpejcraBisBa H3MOI3BAHETO HA VUHTEpPHET 3a
HaHaCsHEe Ha €MOLMOHAJIHA Bpeaa BBbPXY JApYyrd xopa. TopMO3bT B MHTEpHET MOXE Ja UMa
pasnuuHu popmu. Toit Moxe na MHHaBa INpe3 pa3NpOCTpPaHsABAHE HA I[MOJUTrPABATEIHH H
OOHM/IHM CHUMKHU ¥ BHJCOKJIMIIOBE B CAliTOBE 3a CIOJIEISTHE HA BUIEOCHIbPKAHUE KaTo Vbox7
1 YouTube, cb3naBane Ha ¢ammuBu npoduan ¢ 00HIHO ChABPKAHUE B COLMAIHH MPEXKH



kato Ask.fm, @elicOyk u MHcTarpam, KakTo u B ChOOIIEHHS U H300paXKEeHHs B MPHIIOKEHHS
3a KoMyHHKanusi karo Ckaiin u BaiiObp, wiav B M3mpamaHeTo Ha OOMIHH CHOOIICHHS H
KOMEHTApH, B CHLIUTE CAUTOBE U IIAT(HOPMH.

KPAXKBATA HA ITPO®WJI (xaknat npoduii) npejacTaBisBa IPUCBOSBAHETO HA
4y)KI TOTPeOUTENCKH NMpodHI B COLMaTHA Mpexa, Iarpopma 3a oOlIyBaHe (HAIpHMEp
DeiicOyK), eNeKTpoHHaA moma win Apyr caiit. Kpaxbara craBa Bb3MOXKHA 4pe3 BIHM3aHE C
IpaBHJIHATA I1apoja M HeWHara MOJMsSHAa C HOBAa M HEW3BECTHA 3a YOBEKA, HAa KOIOTO
npuHAUIEKH mpoduibT. Be3MoxkHO e ciien kpakbara mpouiabT 1a ce M3Moi3Ba 6e3
3HAHUETO U CHIVIACHETO HA IIbPBOHAYAIHHUS COOCTBEHMK. AKO Ha JIeTE IO 3aJb/KATEIHATA
3a MOBEYETO COLHUAIHU MPEXH Bb3pacT OoT 13 roauHu (Ta3u BB3pACT € Takapa, 3alioTo I0-
rojisiMara 4act OT IOIYJISPHH COLMAJIHU MPEXKHU ca aMEpPUKAHCKHU M IpaBujaTa 3a IoJI3BaHe ca
ChOOpa3eHH ¢ aMEPMKAHCKOTO 3aKOHOAATENICTBO) CE€ Ch3laBa COOCTBEH NPO(PUI BBHB
DeiicOyk, MHOTO € BajKHO IPH U300pa Ha BB3pacT Ja ce u3depe mox 18 roxunu, Thit kKaro 3a
HEIIB/THOJIETHUTE IIOTPEOUTEIM UMa BOKHH JOTIBIHUTEIHH 3allUTH.

KPAJKBATA HA JINYHHU TIAHHH e BH/1 KOMIIOTHPHO TPECTHILIEHUE, TIPU KOETO
ce MpUAOOMBAT YYKIM JMYHM JAHHU C el (QHHAHCOBAa M3Mama HJIM 3J10ymoTpeba KaTo
TErJeHe OT OaHKOBA CMETKA, MJIM KaH/MIATCTBAHE 32 KPEIUT OT 4yK10 uMe. Ta3u omacHOCT
IO IMPUHIUII HE 3acsra MO-MaJIKUTe Jela, KOUTO He IPUTeXkKaBaT JIUYHH JIOKYMEHTH, OaHKOBU
CMeTKH HWid Kaptd. Ho npu tuiinedpkbpute Han 14-roaminHa BBH3pAacT TO3M PHCK CTaBa
aKTyalieH.

OUIINHUHI" ATAKUTE ca nait-pasnpocrpanenara ¢popma Ha MHTepHET U3MaMa U
IIMPOKO H3IMOJ3BaH IOXBAaT OT KOMIIOTHPHHM IPECTHITHHUIM 3a MOJy4YaBaHE Ha BaXKHa
upopmanus. Tosa mpecrbruieHne ce Hapuya ,,pummar” (,,phishing” — "3apuGsBane”,
npousnu3sa ot fishing — pu6ooB), 3amoOTO eneKTPOHHUTE CHOOIIEHHS, KOMTO Ce pa3mpallar,
ca Karo ,,BbAMLK~ C OCHOBHA IleJ IOJydyaTeluTe Ja Ce ,,XBaHAT Ha TAX IMOpaid CBOSTA
HEONMUTHOCT W HEOCBEJIOMEHOCT, KaTo UM OTroBopst. llpu ¢uimmHra wimMamMHHIUTE
pasmpaiar €JIeKTPOHHa IoLIa, KOATO MpEeTeHAUupa, Y€ HABa OT IOYTEeHA KOMIIaHUS U ce
onMTBa Ja ybemu TmoiywaTens Ja Jaje BaXKHA JMYHA WM (DUHAHCOBA HMH(pOpPMAIHS.
EnekTpoHHOTO CcBHOOILIEHHE OOMKHOBEHO MOJIM Jia C€ W3NpaTAT JMYHU JAHHH W JaHHH 3a
0aHKOBa CMeTKa B OTTOBOp HJIM Jia ce BbBEJAT Ha yeOcallT, KbM KOWTO MMa Bpb3ka. Te3n
JIaHHH Ca HallpUMepP MOTPEOUTENICKH HMEHA, IIapOJId ¥ HOMEpa Ha KPEJUTHH KapTH.

KAK CE ITA3APYBA BE3OITACHO B UHTEPHET? [lpenu na mazapyBate OT
CJICKTPOHEH MarasuH, € TOJIE3HO 1a oObpHETe BHMMAaHUE HAIMYHA JM € WH(OpMamms 3a
UMeTo, ajpeca W TenedoHa Ha ThproBema. He mpomyckaiiTe na IpoBepuTe M JaiH
JOCTaBUMKBT € MOCOYMJI M3PUYHO MPAaBOTO B 1Mo 3akoH ga ce OTKaxeTe OT IMOphyKara B
pamkute Ha 14 jguu. Ilonesno 6m Ouno na npoyerere BHB (POPYMHTE OT3MBHM OT JAPYTH
NOTPEOUTENHN, KOMTO Beye ca Ma3apyBajid OT BHIPOCHUS €ICKTPOHEH Mara3suH, KbM KOHUTO cTe
ce HacoyuId. ThproBensbT € JUIbKeH Aa Bu uHpopMHpa 3a OCHOBHUTE XapaKTEPHCTHKH Ha
BCsSIKa OT MpeJUlaraHuTe OT HEro CTOKM M yciyrd. Toit TpsiOBa Ja mOCOYM TAXHATa IEHa C
BKJIFOYEHH BCHYKH JIaHBIH M TAKCH, KAKTO U CTOMHOCTTA Ha MOIICHCKUTE HITH TPAHCIIOPTHUTE
pa3Xxoiu, ako He Ce BKJIFOYEHH B KpaiiHara 1ieHa. Ha caiita crieBa j1a ObJie 1OCOYEH HAYUHBT
Ha IJallaHe, I0CTaBKa W M3MIbJIHEHHE Ha JIoroBopa. Bamne nmpaBo e ja BbpHeETE, 3aKyleHara
OT €JIEKTPOHEH MarasuH CTOKa, ako ce okaxe aedekrHa. Pexiamanusita cu 3a 1eeKTHa CTOKa
Clie/iBa Na MpeJsIBUTE B HAKOM OT OOEKTUTE Ha THProBela, OT KOHTO CTe s 3aKyluiau. AKO
ThProBeNBT YBaXU pekiamanusata Bu, B pamkuTe Ha Mecel TpsOBa WM Ja PEMOHTHpA
OesmatHO 3a Bac cTokata uimm J1a s 3aMeHH ¢ HOBa. B ciyuaii 4e He ycree 1a CTOPH €IHO OT
JIBETE, CJIeJIBA WJIK Jla HaMaJly LieHaTa, WK Ja BbpPHETe CTOKaTa, a Toi Ja Bu Bb3cTaHOBH
3arulaTeHara 3a Hes CyMma.



3AIIUTA HA KOMIIIOTHPHUTE MPEKHU OT OITACHA EJIEKTPOHHA NOIIA

1. He TpsiGBa jia ce MposiBABa MHULMATHBA 3a 10JTyJaBaHe Ha MMEIT MHCMa, HHTEPHET
CTpaHHIH, KOUTO IpeuIarat Ge3MuiaTHy MM IIATCHH YCIyTH 1 CTOKH, 4ecTo Mpejiaram aa
B M3MPATAT MPOMOLHH 110 e-mail. OTkaxkeTe TakaBa yciyra.

2. WMeiin azpechT ce CIOJENs caMo Mpu HyX/a. Koraro ce mpeaaBa 10 €IdH HJIH
APYT TOBOJ, e BHAMABa 3a CIICHUTE JIBE HEla: MbPBO Jalu opraHu3aluATa Wik Y0BEKbT,
KOMTO TO [OJIy4aBar, Ile BH W3IIPATH HEXKEJIaH HMEHI; BTOPO, MOXE JIM Ja Ce pa3umrTa, ue
MMEHT afipechT HAMa J1a Ob/ie /1aJieH Ha TPETO JIULE.

3. He ce oTBapsT uMeiliute B Hexxenana noma. Hukora He ce oTBapsiiTe NPUKAYCHU
daitnoBe B CHOOIIEHHS OT HEMO3HAT H3Iparia“. AKO He ce M03HaBa uMeTo B moiuero ,,01”, He
oTBapsiiTe MpuKadeHus Qaii.

4. AKO ce TOJy4d HEOYaKBAHO CHOOLICHHE ChC CTPAHCH NMPUKAYCH ¢aiin oT mo3HAT
y3npamad, TO OWM MO0 Ja ChIAbpikKa BUPYC. MHOro 3JIOBpeJHH IIpOTrpaMu ce
pa3MpPOCTPaHABAT O BCHUKHM KOHTAKTH, KOUTO HAMEPAT B roluara Ha 3apa3eHusi KOMIIIOTBP.
TaxuBa CHOOIIEHHS YECTO MMAT CTPAHHA TeMa WM MME Ha TPHKAYCHHA ¢aiin. Yecto ToBa €
LICFOBMTO CHOOIICHHE, HACHPYABAIIO TOJydYaTeNs Ja BHAM KapTHHKA WM Ja TIPO€eTe
npuKadeH TekcToBu (aiin. BuHarn M3UCKBaHTE MOTBHPKIACHUE OT u3npainaya, Inpead Jaa
OTBOPHTE CHOOLICHAE M MPUKAUYCH (il OT TaKbB BHIL.

5. IlpoBepsiBa ce HBJIHOTO MME Ha IPUKAYCHUS daiisn. CxkpuTHTE pa3MIMPEHUS OT
uMeTo Ha (aiima Morar Ja 3abnynsT ja OTBOPUTE 3apaseH NMPHUKAtuCH daiin oT uMenna.
BuHark ce MpoOBEpsBA JAld WMEH MPHIOKCHHETO NOKa3Ba MBIHOTO UME Ha [IPUKAYCHUS
(haiin, BKIIOYMTEIHO pasmMperrero. Bupycu u 4epBen Morar ja ce CBIBPKAT BBB (aiyioBe,
KOMTO M3IIIEKIAT KATO KApTHHKH, HArpuMep ¢ pasumpenue .jpg. Ho € BH3MOKHO Ja uMar
CKpPUTO pa3lIMpeHHe, KaTto .eXe Wi vbs kpM uMeTo Ha (aiina, KOETO O3Ha4aBa, |e
npukadeHusaT (aiin He € KapTHHKA, a porpama, KOATo Iue ce crapTpa, LOM C€ OTBOPH
npukadeHus Qai.

6. BuumaBa ce ¢ (QalmuuBUTE TNPEAYNPEKICHUS 3a BHPYCH. danmuBUTE
TIpeaypexAeHHs 3a BAPYCH Ca U3BECTHH KaTO "hoaxes". ToBa e (payuBO CHOOLIEHHE, KOETO
OJBEK 1A [IOTPEOUTENMTe Aa BSpPBAT, Y€ ca IOIyYHIH BUPYC U T Hachpdasa 1a mpenparsr
TIpeyNpeXk ICHHETO Ha BCEKU, KOTOTO N03HABAT.

7. He otBapsiiTe uMei, ChAbpXKaIl HEXKCIaHA PEKJaMa. Toit moxe nma Obze
M3MON3BAH 3a IPEeHAcsHe Ha BUPYCH W uepser. OT ChOOpakKeHHs 38 CHTYPHOCT Ou TpsiOBamo
Jla W3TpUBATE BCHUKM PEKIAMHHM CHOOUICHMs OT HEMO3HAT HM3Mpalliad BEaHara, 6e3 ma ru
OTBapsiTe.

8. He ce W3MON3BA CAMO €HA TMOIIEHCKAa KyThs 3a BCHYKO. CHENHMATMCTHTE IO
KHGEPCHTYPHOCT MPETIOPHYBAT JIa C& OTKPHBAT HAKOJIKO pasTiiHH MOIIH 1 1a €C pazaensT 1o
npeaHa3HaYeHHUE.

9. W36srBaiiTe CHINO TAKa Ja Mpenpaiiare NucMa MEeKIy HAKOJKO Balld MOIMICHCKH
KyTHH.

10. He e mpenoppuMTeNHO Ja Ce€ Mpenpamar nueMa 10 HAKOJIKO HOoBeKa
enHoBpeMeHHO. OcoOeHO TakuBa, OT TUIIA - "mpenpareTe TO A0 7 YOBEKa M 1€ BU €€ CIIy4H
HeIIo Xy6aBo" WM "TIOMOrHeTe Ha GOJIHOTO MM JIETE, KaTo MPENpaTuTe TOBa IIUCMO Ha MHOTO
XOpa, eIM KOH Cu Ile MH Jaje 3a BCCKM 3 MMeHIa 5 uenTa, HarmpuMmep. Te3n mucMma ce
pasmpocTpaHsiBaT ¢ Mel CchOupaHe Ha JCHCTBUTEIHH |Meill ajgpecw, ThbH KaTo TIpH
nperpaiane, KbM [MICMOTO €€ J100aBST aBTOMATHYHO M a/[PECHTE Ha MpPE/HATE OJTy4aTeld.
Criell HAKOJIKO IPENpAIIaHys, B €HO TAKOBA IHCMO Ce CHOMpPAT HAKOJIKO CTOTHIM PEATHH
UMeil]T ajipeca, KOUTO Clie]l TOBA Ce IIPojiaBar Ha pHpPMH 3a criaM.

11. Ako BCe TaK McKaTe Ja IpernpaTuTe HAKaKbB TEKCT WM WHPOPMAIHS, KOSTO CTe
TIOJTYYMITH, KONIMPAHTEe TEKCTA U IO M3IPATETe KaTO HOBO MHCMO. He npemnparmaiite npeaHoTo,
BBIIPEKH Y€ € IPUMAMIIMBO T0-jecHO. Taka e Ipe/iasuTe NpUATEUTE CH 0T ObJiel criaMm.



12. AKo mopaay HSKaKBa MPUYMHA JbPKHUTE Ja MPENPAaTHTe OPHIHHATIHOTO IMHCMO,
cioxere aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HHKOH OT MOIyH4aTeIHTe
HsMa Ja BHAM aJpecHTe Ha JApyrute noxydartend. IlpuynnHarta 1a ro u3mnoiassare HE € J1a
CKpHeTe TOoJTydyaTeliuTe eIUH OT JPYT, a /a I'M Npe/rasuTe, B CIydail ue aJpecHara KHUra Wi
IEKTPOHHATA TIOIA HA HSAKOM OT TAX CTaHe JOCThIIHA Ha CrnaM-00T (HampHMep Mopau
BHPYCHA MH(EKIHS HAa KOMITIOTHPA MY).

13. IMewanba ot jorapus: He cre credenin. CrnaMbpuTe U3MOJI3BAT Hal-pa3InyHH
NpUMaMJIMBH 3arjiaBUs Ha IHCMaTa, 3a Ja HakapaTr Mojy4aTess Ja I'd OTBOPH. MHoro
NOTpeOUTENM HAUCTHHA OTBApSAT Mojo0HM mucMa. Jlopu ciell OTBapsAHETO BeaHAra 1a ro
M3TpHETE, CAMOTO OTBapsiHe Ha MHCMOTO OM MOIJIO J1a MOTBBP/H, Y€ aipeChT € PEaICH 1 BUE
CTE IO MOJIy4HIIH.

14. OrnmcBaHe OT OMOJETHH, 3a KOWTO He MOMHHTE Jia CTe Ce 3amucBaid. Hecto
CpellaH MEeTOJI, M3MOJI3BaH OT CIIaMbpUTE 3a HAMHpPAHe HAa aKTHBHUTE MOIICHCKH aIpECH.
V3mpaiia ce GIONETHH C JMHK 3a OTIHCBaHe (yX) OT mojydyasaneto My. OTmHCBaiiku ce,
BCBHIIHOCT MOTPEOMTENSIT MOTBBPKAABA, Y€ M3IM0JI3Ba MOIICHCKAaTa KyTHsA, C KOCTO BEiHAra
BJIM3a B CIaM JIMCTUTE. BMmecTo 1a ce oTmucBare, OJOKHpalTe MOJy4yaBaHETO Ha MHCMa OT
TO3H aJipec.

15. He otBapsiite mucMa, kouto ca (umuHr araku. Hai-nmoOpusit HaunmH 1a ce
3aIUTHTE OT GUINMHI aTaKu € KaTo HUKOra He OTBapATe QUINMHI [IHCMA, HO YECTO € TPYAHO
J1a ce pa3o3Hae Koe MUCMOo € GUIIMHT araka. Mojere /ia ' pa3lo3HaeTe 110:

e O6psmenueto ¢ "Dear Customer” uin "Dear User", a He Bamero ume.

¢ B nucMoTo muIe, 4e akayHTHT Bu e Ob1e mpeKkpaTeH B ClIyYaid, 4e He MOTBbPAUTE
JlaHHHUTe cU HezabaBHO. /Hackopo cambpuTe u3Mos3Baxa mogo0eH noxsar korato Ckaifm ce
cpuna 3a 1 nen. PasmpocTpanuxa choOlIeHHUs, Y€ CKaHIl [11e YUCTH HEAKTHMBHH aKayHTH H CC
MCKalIIe JIa Ce pa3lpaTh ChoOIIeHHe Ha oHe 15 noTpeduTels, 3a /ia ce I0Kaxe aKTUBHOCT./

o VIMeiTbT UBa OT aKayHT, MPUJIHYAIL, HO HE €JIHAKBB C TO3H, KOUTO U3I0JI3Ba
M3BeCTHA (PMPMa, OpraHM3alus | JIp. AKO HE CT€ CUI'YPHH Jajli ITUCMOTO ¢ (UIINHT KM HE,
Haii-100pe € Ja He OTBapsTe JIMHKOBE, KOMTO ca MyOIMKYBaHH B HETrO, a Jla HAlMLIETE Ha
pbKa ajpeca Ha caiita, KOHTO BH € HEOOXOIUM.

e AKO CTe TIOJIy4H/IM TAaKOBA IIUCMO, 3a [PEANIOYNTaHe € Ia OloKupare ajapeca, OT KOHTO
e usnpareno. Korato ro 6inokupare, Bue qaBare ykasaHus Ha MOLICHCKHUAT KIMEHT, Y€ TOBA ©
craMm U He TpaOBa 1a ce mpuema. [loBedeto morpebuTend odaye MPOCTO U3TPUBAT CrlaMa M
TOU MPOABJIKABA 1 UJBA B KyTHSTA.

3 [paBunata ca ChriacyBaHH U pa3palOTeHN U C y4aCTHETO Ha eKCTIEPTH OT oT/en ,,KnbepnpecTbnHOCT” KbM
'naBHa nupexuus ,,bopba ¢ opranusipanata npecTbnHocT” U ¢ LienTbpa 3a 6e30maceH HHTEPHET.



